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Overview 
This document provides steps to validate the receipt and processing of a Device Detection SNMP 

Trap sent by FortiGate.    

 

For configuration details, refer to the Fortigate Endpoint Management Integration reference 

manuals in the FortiNAC Document Library: 

 

 

Procedure  
1. Verify the appliance is running version 8.7.6, 8.8.2 or higher. 

 

2. Verify the FortiGate is detecting the connected device.  In the FortiGate UI, navigate to 

User & Device > Device Inventory confirm the device is listed. 

 

 
 

3. Disconnect test device or admin down the switch port. 

 

4. Delete the device entry from Device Inventory.  In FortiGate CLI type 

Diagnose user device del <mac address  xx:xx:xx:xx:xx> 

 

 
 

5. Run tcpdump on the FortiNAC to verify traps are received.  In the FortiNAC CLI type 

tcpdump –nni any port 162 and host <FGT IP address in FortiNAC> 

 

6. Connect the device or admin up the port. 

 

7. In the FortiGate UI, confirm the device re-populates the Device Inventory. 

 

8. In the FortiNAC CLI, verify the trap is received. 

 

 
 

 

9. Ctrl-C to stop tcpdump. 

https://docs.fortinet.com/document/fortinac/8.5.0/fortigate-endpoint-management-integration-guide
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10. In the FortiNAC UI, navigate to Hosts > Host View and search by MAC address for the 

connecting device.  The host should now show online.   

 

 
 

Note:   

 If the host record has not yet been created, FortiNAC runs a L2 poll of the FortiGate after 

receiving the trap. Once poll completes, the host record is created.   

 If host record already exists, the online status is updated upon receipt of the trap. 

 Host record will display FortiGate as the location (since FortiNAC has no knowledge of the 

connecting switch). 

 

 

Debugging 
If tcpdump shows the trap received but the host record connection status does not update, collect 

logs while reproducing the behavior. 

 

In the FortiNAC CLI, enable debug.  Type: 

CampusMgrDebug –name DeviceInterface true 

CampusMgrDebug –name BridgeManager true 

CampusMgrDebug –name SnmpV1 true 

 

 

1. Disconnect test device or admin down the switch port. 

 

2. Delete the device entry from Device Inventory.  In FortiGate CLI type 

Diagnose user device del <mac address  xx:xx:xx:xx:xx> 

 

3. Run tcpdump on the FortiNAC to verify traps are received.  In the FortiNAC CLI type 

tcpdump –nni any port 162 and host <FGT IP address in FortiNAC>  

 

4. Open another FortiNAC CLI window and tail the logs.  Save output to a file 

(DevDTrap_master.txt).  Type 

tail –F /bsc/logs/output.master | tee DevDTrap_master.txt 

 

5. Connect the device or admin up the port. 
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6. In the FortiGate UI, confirm the device re-populates the Device Inventory. 

 

7. In the FortiNAC CLI tcpdump, verify the trap is received. 

 

8. Ctrl-C to stop the tcpdump.   

 

9. Save tcpdump output to a text file and save as DevDTraptcpdump.txt  

 

10. Ctrl_C to stop the tail. 

 

11. Disable debug.  Type   

CampusMgrDebug –name DeviceInterface false 

CampusMgrDebug –name BridgeManager false 

CampusMgrDebug –name SnmpV1 false 

 

12. Use WinSCP or a similar application to download deviceDTrap_master.txt to a computer 

(use SCP for the transfer protocol). 

 

13. Open a support ticket and provide the following information: 

 Description of behavior 

 MAC address of the test device 

 Attach DevDTraptcpdump.txt 

 Attach DeviDTrap_master.txt 
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