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Type Product Announcement (PA) 
Product Support (PS) 
End of Life (EoL) 
Pricing (PRC) 
Sales & Marketing (S&M) 
Training (T) 

Region Applicable APAC EMEA NAM All  

Subject Update for the POODLE SSL vulnerability issue 
IDM 14.2 and 13.10 patches are available for 
download 

Field Notice Date October 21, 2014 

Effective Date October 21, 2014 

Notice Number: FN-PS-IDM 14.2/13.10 POODLE Patches-102114-01 

Notice 

This field notice is provided on an “as is” basis and does not imply any kind of guarantee or warranty, including the 
warranty of merchantability. Your use of the information on the field notice or materials linked from the field 
notice is at your own risk. Meru reserves the right to change or update this field notice at any time. 

Summary 

Fix patches are available for IDM 14.2 and 13.10 for the POODLE vulnerability.  System Director fix will be 

available in next Maintenance Release (MR) 

Description of Field Notice 

A vulnerability has been reported in the SSLv3.0 protocol and all implementations of SSLv3.0 are affected.  
This vulnerability allows a potential attacker to decrypt ciphertext using a padding oracle side-channel attack.  
For more information about this vulnerability reference: POODLE: SSLv3.0 vulnerability (CVE-2014-3566). 

Meru Networks' System Director, Network Manager and Meru Connect (Identity Manager) products all utilize 
SSLv3.0, so there is potential security vulnerability.  We are examining all of our options for remediation with the 
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highest priority and will advise as soon as possible.  Please note that a patch for SSLv3.0 has not yet been made 
available in the open source community. 

Affected Products 

Identity Manager (IDM) versions 14.2 & 13.10 

Prior versions of these products used an earlier version of OpenSSL that is not vulnerable. Meru's EzRF Network Management 
and IDM Guest Access/Device Provisioning applications are not affected. 

Solution 

Identity Manager (IDM) versions 14.2 and 13.10 have patches available for download from the Meru Customer Support portal. 

Meru Networks will be providing a fix in System Director Release 6.1-3. We recommend all customers affected by this 
vulnerability to upgrade to this version as soon as it becomes available. Please contact Meru Customer Support for details. 

Software can be obtained on Meru's support site: http://support.merunetworks.com 

 

 

Trademarks 
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