
FortiGate	HA	Setup	in	a	VPC_CFT	Steps	
	
Step	1)	Download	the	CloudFormation	template	here	at	
https://s3.amazonaws.com/fortigatetemplates/FortiGate-HAtemplate5.4.1.template	
	
	
Step	2)	Login	to	AWS	Management	Console	at	https://aws.amazon.com	using	your	AWS	login	
credentials	
	
Step	3)	Navigate	to	CloudFormation	service	in	the	Management	Tools	Section	of	the	
Management	Console.	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	



	
Step	4)	Click	on	Create	Stack	
	

	
	
Step	5)	Choose	the	option	"Upload	a	template	to	Amazon	S3",	Click	on	"Choose	File"	and	
browse	to	the	downloaded	template	from	step	1).	click	Next	

	
	



	
	
	
	
Step	6)	Here	provide	a	stack	name	that	to	identify	the	CloudFormation	stack	
	
Step	7)	Choose	the	appropriate	values	for	all	the	parameters	that	is	listed	under	the	parameter	
section.	There	are	some	default	values	but	can	be	changed	according	to	the	deployment	
needed.	A	short	description	for	each	parameter	is	provided	to	give	some	information	on	what	
the	parameter	is	used	for	and	what	values	to	choose;/.;].	The	parameters	are	split	into	different	
sections	for	convenience.	Make	sure	to	provide	information	for	all	the	parameters.	The	VPC	
CIDR	cannot	be	greater	than	/16	and	cannot	be	less	than	/28.	For	an	AWS	recommended	fault	
tolerance,	the	AZ	for	each	firewall1	and	firewall2	should	be	different.	The	keypair	would	be	the	
same	keypair	that	would	be	used	to	create	the	firewalls	and	the	worker	node.		
	



	
	
Step	8)	Click	Next	and	provide	a	key	name(optional)	

	



	
	
	
	
	
Step	9)	Click	Create		
	

	
	
Step	10)	Wait	for	the	CloudFormation	service	to	finish	creating	all	the	resources.	The	events	tab	
should	the	information	on	what	the	template	is	creating.	The	resources	tab	should	have	the	
information	on	what	resources	are	created.		
	



	
	
	
	
	
	
	
	
	
	
Step	11)	Once	the	stack	is	created,	the	Output	section	would	have	the	login	information	for	the	
Firewall	and	also	to	the	Worker	Node.	
		

	
	



	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	



Step	12)	Login	to	the	firewall	through	ssh/https	and	the	firewall	can	be	configured	from	there.	
	

	
	
	
	
	
Step	13)	Login	to	the	Worker	Node	through	ssh.	The	IP	address	of	the	Worker	node	is	listed	in	
the	results	section	of	the	CloudFormation	stack.	The	worker	node	is	a	Amazon	Linux	ami	that	
has	the	scripts	that	are	needed	to	monitor	the	FortiGates.		
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-connect-
to-instance-linux	
	
Here	is	a	screenshot	of	the	command	to	login	and	how	it	looks	like	after	login.	
	

	
	
	



Step	14)	Navigate	to	the	folder	fortigateha	once	you	are	logged	into	the	worker	node.	
cd	fortigateha	
	

	
	
Step	15)	Execute	the	python	script	fortigateha.py	with	the	runtime	variable	of	stack	name.	
python	fortigateha.py	stackname		
Once	this	is	done,	FortiGate	HA	setup	is	complete.		
	

	
	
	
	
	
	
	
	
	
	



Step	16)	Once	the	Script	is	started,	the	output	will	look	like	below.		
	

	
	
	
	
	
	


