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v3.0 Port
Numbers

Traffic which can be secured by 
enabling devices’ IPSec tunnel 
(requires UDP/500)
• FortiGate to FortiAnalyzer
• FortiGate to FortiManager
• FortiManager to FortiAnalyzer

DNS
UDP/53

Device Reg
TCP/514

Admin
TCP/22
TCP/443

H
A

 
TC

P/
59

41
5

URL/AS
Update

TCP/443

AV/IPS
Update

TCP/443

Firmware
Images

TCP/443

SNMP
Poll
UDP/161

AV/IPS
Push
UDP/9443

Admin
TCP/443
TCP/8080
TCP/514

Syslog
UDP/514

SNMP
Traps
UDP/162

NTP
UDP/123

RADIUS
TCP/1812

SNMP Traps
UDP/162

Fo
rt

iC
lie

n
t 

M
g

r.
TC

P/
60

28

AV/IPS Push
UDP/9443
Management
TCP/541

AV/IPS Push
UDP/9443

AV/IPS
Update
TCP/443
or
TCP 8890

URL/AS
Rating
UDP/53 or
UDP/8888

Syslog
UDP/514

HA (FGCP)
TCP/703
TCP/23

Device
Reg,
Quar,
Log &
Report
TCP/514

Alert Email
TCP/25

SSL VPN
TCP/10443
DNS, RBL
UDP/53
NTP
UDP/123

SNMP Traps
UDP/162

Virus Sample
TCP/25

Analysis
TCP/514

TCP/10151
Management

TCP/443
TCP/541

LDAP, PKI Auth
TCP/389

Policy
Override Auth
TCP/8008 or
TCP/8010 or
TCP/443

RADIUS Auth
TCP/1812

Policy Override
Keepalive
TCP/1000 or
TCP/1003

Download
FortiClient
TCP/8009

AD
Collector
TCP/8000

AV Update
TCP/80

URL/AS
Rating
UDP/8888

Keepalive
UDP/6022
UDP/6023

Device Reg
TCP/6020

VPN Setting
TCP/8900

Syslog
UDP/514

UDP/514
Syslog

RVS
Update

TCP/443

SNMP Traps
UDP/162
Alert Email
TCP/25
Log & Report
Upload
TCP/21 or
TCP/22

Log Agg
TCP/3000

Report Query
TCP/389

DNS
UDP/53

NTP
UDP/123

RADIUS
TCP/1812

NFS
TCP/2049

Win Share
UDP/137-139
TCP/445

Win Share
UDP/137
UDP/138

Admin by
Console or PC
TCP/443 or
TCP 80 or
TCP/22 or
TCP/23
Admin by CLI widget
(FortiGate, FortiAnalyzer
v3.0 MR5 only)
TCP/2302


