Applying IPS Signature for PSIRT FG-IR-19-144 Using FortiManager

The following steps outline how to use the FortiManager to configure FortiGates to use IPS to address the
certificate removal vulnerability as outlined in PSIRT FG-IR-19-144.

The steps and screenshots used in this article are based upon FortiManager 6.2.1. Similar configuration
options are available on earlier versions of FortiManager.

If you have 6.2.0, it is recommended to upgraded to 6.2.1 prior processing the steps in this article given a
limitation unique to 6.2.0.

Step 1) Configure IPS Sensor

» In “Policy & Objects” > “Object Configuration”, navigate to “Security Profiles”>" Intrusion
Prevention” and click on the “+ Create New” button on the Top left corner of the page:

& Zone/Interface > clete  £5 Column Settings ® View v

B Firewall Objects 170 Name p—

@ Security Profiles *| O @ all_default All predefined signatures with default setting.
AntiVirus O @ all_defaukt_pass All predefined signatures with PASS action.
DNS Filter O ® default Prevent critical attacks.

Wieb Application Firewall O @ high_security Blacks all Critical/High/Medium and some Low
Web Filter O @ protect_client Protect against client-side vulnerabilities.
Application Control O  ® protect_email_server Protect against email server-side vulnerabilities.
intrusian Prevention O ® protect_hp_server Protect against HTTP server-side vulnerabilities
® sniffer-profile Monitor IP5 attacks.

SSL/SSH Inspection o L

O @ wifi-default Default configuration for offloading WIFi traffic
IPS Custom Signature

Note: As an alternative to creating a new profile, it also possible to modify an existing profile.

» Enter Name, for example “Block-Vulnerabilities”
» Under IPS Signatures, click on the “Add Signatures” button.

878 Policy & Objects ~  Policy Packages  Object Configurations

@ ADOM Revisions £ Tooks
B Zone/intertace 3 Create Mew IPS Profile

B Firewall Objects >
"

@ Security Profiles ~

AntiVirus
DNS Filter
Web Application Firewall

Wed Filter Block malicious URLs o

Application Control

S5L/55H Inspection

IPS Custo

> In the Next Window, select signature "Fortinet.Revoked.SSL.Certificates"

The IPS signature "Fortinet.Revoked.SSL.Certificates" is included in IPS definition version 14.00656.
If "Fortinet.Revoked.SSL.Certificates" is not available, please contact Fortinet technical support.

Note: next two steps are not applicable for FMG v6.2.0GA. For workaround CLI script could be used.
(FMG v6.2.1 is NOT affected)

» Select the signature and Click on “Use Selected Signatures”
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Add Signatures

Add Filter

[-Jl Fortinet Revoked

Regular, Extendec Other TCP.SSL

Version: 14.656 DB: Regular, Extended, Industrial Total: 1

» The selected signature is now displayed under “IPS Signatures” section.

> Right click the signature and select action “Reset”, the action should change to Reset.

» Click “OK” to save the IPS sensor.

Step 2) Configure custom service

>

&.8 Policy & Objects - Policy Packages Object Configurations

@ ADOM Revisions 1% Tools v

[ Zone/Interface > | Create New IPS Profile
R Firewall Objects >
@ Security Profiles ~ Name Block-Vulnerabilities
Ce t:
AntiVirus omments
DNS Filter

Web Application Firewall
‘Web Filter
Application Control
SSL/SSH Inspection
IPS Custom Signature

3k Fabric Connectors. >

12 User & Device >

Block malicious URLs ore

1PS Signatures

+ Add Signatures [ Edit T Delete #& Column Settings v

O Name ExemptIPs  Severity Target Service os Action Status Packet Logging
Fortinet.Revoke 0 medium client TCPSSL Other [ o
@ Pass
@ Monitor
@ Block
< C Reset 5
W Default
1PS Filters #+ Quarantine
Packet Logging >

Log Attack Contexts QI

+ Add Filter [# Edit Filter ¥ Delete #§ Column Settings ~
O  Filter Details Action Packet Logging  Rate Mode >  gAttack Context

T@ > N1 ‘ad

In “Policy & Objects” > “Object Configuration”, navigate to “Firewall Objects”>" Services”, click on
the “+ Create New” button and select “Service” in dropdown list:
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Policy & Objects ~  Policy Packages Object Configurations

& ADOM Revisions % Tools +

@ Zone/Interface > + Create New ~

B Firewall Objects ~ Service
Addresses Service Group

Wildcard FQDN Addresses O @ ALLTCP
0O w@waALLUDP

0O wALLICMP

Services

Schedules

[# Edit Ty Delete

Type

¥ Column Settings ~

Custom Service

Custom Service

Custom Service

Custom Service

Details
IP/O
TCP/1-6553!

5

UDP/1-65535

ICMP / ANY

t More ~

Category

General
General
General

General

> Enter Name, for example “custom_8888”, TCP for protocol and 8888 under Destination port

&"%  Policy & Objects v  Policy Packages Object Configurations

Step 3) Configure Interface policy (for scenario when the FortiGate is directly connected to Internet)

>

@ ADOM Revisions £ Toals ~

@ Zone/Interface > | Create New Service
& Firewall Objects “ Name
Addresses Comments
Wildcard FQDN Addresses
(e
Schedules
Virtual IPs Calor
1P Pools Service Type
Traffic Shapers Category
Shaping Profile Protocol Type
@ Security Profiles > IP/FQDN
% Fabric Connectors >|  AddTo Groups
2 User & Device >
Protocol
TCP
Advanced Options >

Policy & Objects +  Policy Packages Object Configurations

Source Port

custom_8888

@

@Firewall  OProxy
Network Services

TCP/UDP/SCTP

0.0.0.0

Click here to select

1 + |- 65535 |5

B Policy Package v & Install v @ ADOM Revisions  #%Tools v ,” Expand All  ¥= Object Selector v

E Search.. BY  fCreateNew v [Edit~ i Delete
8 £ TSV-FWFS50E_root

1Pv4 Policy

1Py4 Interface Policy:

Installation Targets

@ & default

£5 Column Settings ~

Destination Port

8888

» Select the interface connected to the Internet under “Interface”
» Under “Service” select “HTTPS” and the custom service defined in previous step “custom_8888”

>

+

In “Policy & Objects” > “Policy Packages”, navigate to the policy package serving your FortiGates(s)
and under “IPv4 Interface Policy” and click on the “+ Create New” button

Enable “IPS Profile” and select the IPS Sensor created/edited in step #1 (e.g., “Block-Vulnerability”)
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=_= Policy & Objects v Policy Packages Object Configurations

B Policy Package v & Install @ ADOM Revisions £ Tools v+ " Expand All - #= Object Selector v

1 Q| create New IPv4 Interface Policy
=1 By TSV-FWF50E _root
i IPv4 Policy Source
Interface Awanl (]
Installation Targets
+- B default Address Lrall o
Destination
Address all (<)
Service @HTTPS (]
@ custom_8888 ]
Log Traffic ONoLog @ Log Security Events O Log All Sessions
O AntiVirus Profile +
O Web Filter Profile +
O Application Control +
1P Profile @ Block-Vulnerabilities (]
OEmail Filter Profile +
CIDLP Sensor +

Advanced Options >

[ o ]
Note: In case the FortiGate has multiple interfaces connected to Internet, configure the interface
policy for all such Internet-facing interfaces.
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The next step is for the scenario where FortiGate is a perimeter gateway with multiple Fortinet products

in protected network.

The next two steps could be skipped if such scenario is not applicable to the environment.

Step 4) Configure address objects for all Fortinet devices in customer network
Note: If the address objects are already configured, skip to the next step.

> In “Policy & Objects” > “Object Configuration”, navigate to “Firewall Objects”>" Addresses”, click

on the “+ Create New” button and select “Address” in dropdown list:

="= Policy & Objects v

Policy Packages Object Configurations

& ADOM Revisions 1f Tools ~

@ Zone/Interface > =+ Create New ~ [# Edit @l Delete

B Firewall Objects Address

Type

Addresses Address Group

Firewall Address

Wildcard FQDN Addresses IPvé Address .c Firewall Address
Services IPvé Address Group Firewall Address
IPvé Add Templat
Schedules voAGdress TemPRIE Firewall Address
Proxy Address - 1 Add
Virtual IPs irewal ress
reua Proxy Address Group
IP Pools I I Firewall Address
Tekfr Clomaren O = wildcard.dropbox.com  Firewall Address

In the next screen, Enter Address name, for example “FAZ02"
Select type “Subnet”.

Subnet / IP Range > Enter the IP address of the device.

Click “OK” to save the Address object.

YV V VYV

S.%  Policy & Objects v Policy Packages Object Configurations

@ ADOM Revisions ¥ Tools

> | Edit Address

[@ Zone/Interface

& Firewall Objects

Address Name FAZO2
Color n
Wildcard FQDN Addresses
Type Subnet
Services
1P/Netmask 172.31.200.62/255.255.255.255
Schedules
Interface £rany
Virtual IPs
Static Route Configuration oFF

IP Pools
Comments

Traffic Shapers

Shaping Profile

@ Security Profiles >
3k Fabric Connectors > Add To Groups Click here to select
& User & Device > Advanced Options >

Per-Device Mapping oFF

» Repeat for all Fortinet devices in protected network

¥ Column Settings ~ £ More

Details
IP/Metmask:0.0.0.0/2
FQDN:login.microsoft
FQDMN:login.microsoft
FQDN:login.windows.
FQDMN:gmail.com

Wildcard FQDN:*.goo
Wildcard FQDN:*.dro
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Step 5) Create firewall policy with IPS sensor
(for scenario FortiGate as a perimeter gateway with multiple Fortinet products in protected network)

> In “Policy & Objects” > “Policy Packages”, navigate to the policy package serving your FGT(s) and
under “IPv4 Policy” and click on the “+ Create New” button

anm - _ 5 = =
= Policy & Objects v  Policy Packages Object Configurations

Policy Package v & Install v @ ADOM Revisions ##Tools~ & Collapse All 3= Object Selector v

gy Search BY  tCreateNew~ [@Edit~ E Delete [Section~ @ Policy Lookup
8 [ TSV-FWF50E_root
1Pvé Policy
1Pv4 Interface Policy
Installation Targets

B default

0o 1 ClientsTraffic [ internal [ wan1 Sall

0O -~ implicit (2-2 / Total: 1)

o 2 Implicit Deny % any Lrany <rall

> Inthe new policy page, Configure the following;
Name > policy name, for example "Fortinet-Devices"

Incoming Interface
Outgoing Interface
Source

Destination
Service

SSL/SSH Inspection

: Interface connected to Fortinet Devices

: Interface connected to Internet

: add addresses of Fortinet devices created in previous step.
:Destination Address “all”
: select “HTTPS” and the custom service defined earlier “custom_8888

certificate-inspection

o8 Policy & Objects v Policy Packages Object Co

B PollyPackage v & sl @ ADOM Revions T  Collpse Al = Objct Seletor .
[ | 8 Create New I oty
- B TSV-FWFSOE_root
’ ] °
Zwanl -]
-
ez °
SFMc02 e
+
+
-
G
°
°
L]

vents () Log Al Sessions

+
+
+
W BlodkVulnerabilties o
SSL/58H Inspection B certifcate-nspection o
=]

> Ifitis needed move new policy to be on the top of others

”
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1P Intertace oy : =z @ FartiGuard 1
1 Fortinet Device [ internsi wan: shvys Accept
Instalation Targets o Qumemal Bl g oy =20 = @ HTIPS o
© 8 dotaut
[« Y Clentsteafie intemsl Qwanl  Bal =al Baways WAL - Accent

Step 6) Deploy configuration changes to FortiGate

> In “Policy & Objects” > “Policy Packages”, click on “Install” and on “Install Wizard” in dropdown list

Policy & Objects v~  Policy Packages Object Configurations

B Policy Package ~ & Install ~~ & ADOM Revisions % Tools~ & Collapse All 7= Obje:

E Search... Install Wizard [# Edit ~ i Delete [#] Section
8 3 TSV-FWF50E_roo  Re-install Policy
. MName From To
IPvé Interface Policy . .
0O 1 Fortinet Device [ internal 4 wan1

Installation Targets

> In next steps, chose the policy package and devices where the configuration needs to be installed

Install Wizard

[@)instalt Policy Package & Device settings
Install a selected policy package. Any device specific settings for devices associated with the package will also be installed.
Policy Package TSV-FWFS0E_root

Comment

[Create ADOM Revision
[Oschedule Install

O Install Device Settings (only)

Install Wizard - Policy Package and Device Setting (TSV-FWF50E_root)

Please select one or more devices to install (€ Use checkbox or Ctrl or Shift key for multiple selections)

4 Device Name IP Address Platform
TSV-FWF50E 172.17.97.181

< Back Next >

> InInstallation Preparation window click on Install Preview and review the changes
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Install Wizard - Policy Package (TSV-FWF50E_root)

+ Installation Preparation Total: 2/2, Success: 2, Error: 0, Warning: O ®

Index Name Status.

1 TSV-FWF50E[copy] - root Copy to device done
2 Write summary[preview]

Write preview done

+ Interface Validation
~ Policy and Object Validation

+/ Ready to Install

| & |
A Device Name Status
| TSV-FWF50E[root]

Action

Connection Up | install Preview | Policy Package Diff -

» Review the changes. If it is needed it could be downloaded into a text file. Click close to close the

window.

> After reviewing, if you agree with the changes, click “Install” to deploy them.

Install Wizard - Policy Package (TSV-FWF50E_root)

+ Installation Preparation Total: 2/2, Success: 2, Error: 0, Warning: O

Index  Name Status
1 TSV-FWF50Ecopy] - root Copy to device done
2 Write summarypreview]

Write preview done

+ Interface Validation
+ Palicy and Object Validation

~/ Ready to Install

A Device Name Status

TSV-FWF50E[root]

Connection Up H Install Preview | Policy Package Diff

> OK status confirms that the changes been deployed successfully.

Install Wizard - Policy Package (TSV-FWF50E_root)

° Policy package (TSV-FWF50E_root) is installed successfully.

S |
Index A Name Status History

install and save finished status=0K a3

1 TSV-FWF50E
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