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On this case, port 7 does not exist on FMG ADOM Layer
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Create Normalized Interface with
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Step 1

Before

Device Manager v Device & Groups Firmware License Provisioning Templates  § SD-WAN ADOM:toot 22 @ > 01 1 admin

Install Wizard L§ Central Management

o]

& SD-WAN Templates == Create New [# Edit @ Delete 0O

e Used 4% Column Settings ~

O Interface Members Description

O Health-Check Servers Import_FW3_254_root_member_port?: > 0 out of 4

0000

12 BGP Neighbors IntMem_port® > Dout of 4
SDWAN_member_port10 > Dout of 4
&I Monitor
Configuration
Device Manages v Device & Groups  Firmware  License  Provisioning Templates - ADOM: root
Install Wizard @ Central Management
B SD-WAN Templates Edit WAN Interface IntMem_port7

4 Health-Check Servers

Description

L BGP Neighbors

J Monitor
Normalized Interface £ Normalized_port? -
Gateway 10000
Weight 1
Cost 0 S
Volume Ratio 1 S
Per-Device Mapping OFF

Advanced Options v

We'create an Interface Member

m— "IntMemYportT' to reference
ingress-spillover-threshold 0 r‘O rt 71-

priority 0 o

source 0000

sourced

spiliover-threshold

status

o
x




After

Device & Groups Firmware License Provisioning Templates  ; SD-WAN ~

Install Wizard 0§ Central Management

a]

& SD-WAN Templates {8 Column Settings -

& Edit

o Create Mew

O Interface Name Per Device Mapping Description
o Health-Check Servers O  Import_FW3_254_root_member_port9 > 0out of 4
82 BGP Neighbors 0O  IntMem_port? > O outof4

0O  intMem_portd » Ooutofd
&} Monitor [0 SDWAN_member_port10 > Doutof 4



You can create a new Template or use what is already, in this case we will be using the one that is already assigned to FW3_254 “Import_SD_WAN”

Device Manager ~  Device & Groups Firmware License Provisioning Templates § SD-WAN ~ ADOM:root II @ > Q1 t admin ~
Install Wizard Lf Central Management
o Create New [# Edit & Delete 5 Import mm A QI
O Interface Members O Mame Assigned Lo Devices Interfaces Description
=2 Health-Check Servers O Import SDWAN A FW3_254 [root] [ Import_FW3_254_root_member_por

2 BGP Meighbors
L Monitor




Step 2

Create a new SD-WAN Zone

Device Manager v Device & Groups Femware License  Provisioning. Termplates ADOM: root

Install Wizard (& Central Management
D emplate: Import SOWAN & CLI Configuratior

Interface Members

Import_SOWAN
2 Health-Check Servers
Description
8 BGP Neighbors
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& Create New B Column Settdl s &l
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& SD-WAN Zone
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O & NEWSDWANZONE port10
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O 4 SOWAN port8

0 3 @ IntMem_port9

# 5 Column Settings Ql

O Name Health-Check Server  Detect Protocol Failure Threshold Recovery Threshold
O Default AWS Import_FW3 254 root | HTTP 5 10
O Default_FortiGuard import_FW3_254 root | HTTP 5 10
0O Default Genail import_FW3 254 root | Ping 5 10
[0 Default_ Google Search  Import_FW3_254_root | HTTP 5 10
@) Default_Office_365 Import_FW3_254 root | HTTP 5 10

+ Create New & ré Column Settings « QI




We won’t have “IntMem_port7” yet

Create New SD-WAN Zone

"'SDWAN port?
Click here to select

cfg-order

call it gSDWANTport 75 {when you try to assign
@y~ - - - .. - - 2 ~
Interface members Swe won't have gIntMemYport7, yet
, v - Py . v o
we need to add it on the next step

Select Entries (Total: 3)

1 (I Import_FW3_254_root_member_port9

% ntMem_port9
[[J¥ SDWAN_member_port10




We just leave it empty

Create New SD-WAN Zone

Mame SDWAN_port?

Interface Members Click here to select

Advanced Oplions w

service-sla-tie-break cfg-order




SDWAN_port7 interface will be with no interface members

Interface Members

o Create Mew ~ [# Edit & Delete 5 {2 Column Settings -~ QI
(1] Interface Member

& virtual-wan-link
& SDWAN_Zone

1 [ Import_FW3_254 root_member_port?
= NEWSDWANZONE_port10

2 [ 5DWAM_member_portl0
% SDWAN_port8

3 @ IntMem_port?

000000 o0oo o

& SDWAN_port?




Device & Groups Fumware License Provisioning Templates ADOM: root

Install Wizard & Central Management

Edit Import SDWAN [ CLI Configuration

2 Interface Members
Import_SDWAN

= Health-Check Servers .
Description

& BGP Neighbors
: Monitor
(Createlalnew/SDIWAN

SD-WAN Status = Member,

#5 Column Settigs ~ Ql

o= Create New ~ [ Edit & Delete {5 Column Settings ~ QI
SD-WAN Member Interface Member
% SD-WAN Zone
W OUIVVAIN_LONE
1 & Import_FW3_254_root_member_port9
& NEWSDWANZONE _port10
2 & SDWAN_member_port10
% SDWAN port8
3 & IntMem_port9
v SDWAN _port7

JO0000C

&= Create New [# i Vv {5 Column Settings ~ Ql
0O Name Health-Check Server Detect Protocol Failure Threshold Recovery Threshold
(0 Default_AWS Import_FW3_254_root_| HTTP 5 10







575  Device Manager v Device & Groups  Firmware License  Provisioning Templates  § v ADOM: ot 13 @ > 01 (§ adminv 212 DeviceManager v  Device & Groups Fiemware License Provisioning Templates  § SD-WAN v ADOM:wot 12 @ >~ D1 Q) admi

@ Add Device §8Device Group v & Install Wizard X Tools [ Table View

Install Wizard @& Central Managemen
[Edit lmport_ SDOWAN [ Cu Configuratic

AW

B Logging Devices Al 4 CreateNew~ & #Colopse Al P - [ QO interface Members
Name Import_SDWAN
B Test [ 2] D Health-Check Servers
Description
8] 8 BGP Neighbors
(o] # Physical 7207968 o L
0O pon2 W Physical Manual 10.0.2254/
0O pond & Physical Manual 0.0.0.0/0.0.1
0O pond & Physical Manual 0.0.0.0/0.0. SD-WAN Status
0O pons & Physical Manual 0.0.0.0/0.0.
0O pons & Physical Manual 0.0.0.0/0.0. T
O poa7 i Physical 2 Normalized_port7 Manual 0.0.00/0.0
8]
No second found.
{1 w SD-WAN Zone (4 )
0O  virtual-wan-link % SD-WAN Zone
O SDWAN Zone & SD-WAN Zone 22 SDWAN_Zone + s
0o port9 & Physical
O NEWSDWANZONE pc & SD-WAN Zone 2 NEWSOWANZONE port10 0
o ool & Physical 0O % vinual-wan-link
O SOWAN ponts 8 SO-WANZone 3 SOWAN portd QS SONAN Zone
= FGT1 o port8 2 Physical 000008 0 1 @ Import_FW3_254_root_member_port?
@ FGT2 d [ % NEWSDWANZONE port10
@ FGTVM (= [# SDWAN_member_port10
[ Fwsosa | O & SOWAN ponts
g | 3 &2 IntMem_port9
o 4 ntMem_port7
Performance SLA
0O Name Health-Check Server  Detect Protocol Failure:
O Defavit AWS Import_FW3_254 root | HTTP 5 10
O  Default_FortiGuard Import_ FW3_254 root | HTTP 5 10
O Default Gmail Import_FW3_254 root | Ping 5 10
O Default_Google Search  Import FW3_254_root | HTTP s 10
O  Default_Office_365 import_FW3_254_root | HTTP 5 10
Neighbor

Device Manager v Device & Groups Firmware License Provision H - ® > N1 l admin
m Add Device JB Device Group ~ ¢ Install Wizard 2§ Tools ~ [ Table View ~

[+ 1l | 4 Devices .5- U Devices . 1 Devices E 0 Devices

@ Logging Devices Total Connection Do Drevice Config b Policy Package

& Test [ 2] & Install .+ § More + al
O i Device Name Config Status System Template Policy Package Status Firmware
O @mFGT1 @ Unknown A Never installed FortiGate
0 mFGT2 @ Unknown A Never installed FortiGate |
O mFGTVM @ Unknown A Mever installed FortiGate .
O #+Fw3_254 A Moedified A Mever installed FortiGate |




Step 4

When we see install preview, we notice Fortimanager will trigger the interface

Install Preview of FW3_254

1: config system sdwan

2:  config zone

3 edit "SDWAN_port 7"
4 next

5 end
&
7
B
o

config members
edit 4
set interface "port7"
set zone "SDWAN_port7"
next
© end
120 end




Device Manages v are License Provisioning Temg

B Dashboard > @ Add Device 8 Device Group v Install Wizard ) Tools »
i FortiGateVMé4 1 3 5 7 %
& Security Fabric > I" ::é: P
ors Q] | craormoe-
Packet Capture Name & Tvoe & ¢ a ask 2 5 e Accesd
SD-WAN Zones
Physical Intertace €D
SD-WAN Rules ~
M port1 W Physical Interface 172.17.96.180/255.2552540 PING FW3.254 Synchwonized Never installed
pertormance sia frrs I
Static Routes SsH
: HTTP
Policy Routes MG
8y ® port2 B Physical Interface 1002254/2552552550  PING
OSPF HTTPS
BGP ssH
HTTP
Multicast FMG-Access
¥ System L ® ports # Physical Interface 0000/0000
B Policy & Objects % # porta # Physical Interface 0000/0000 a
3 Security Profiles > # ports M Physical Interface 0000/0000 = FGT1
VPN - .
4 ’ porté  Physical Interface 0000/0000 : :g:\zm
User & Authenticati > .
. g ® port7 ¥ Physical Interface 0000/0000 + FW3 254
P WiFi & Switch Controller > .
® ports B Physical Interface 0.0.0.0/0000
M Log & Report >
™ porty 8 Physical Interface 0.0.0.0/0000
M port10 B Physical Interface 0000/0000
@ SDWAN _Zone & SD-WAN Zone ™ porty 0.0.0.0/0000
& virtual-wan-link & SD-WAN Zone 0.0.0.0/0000




Special notes

1 This is the way it looks on Fortigate, as you notice SDWAN Zone is not a simple interface

B FortiGate VM64  FWw: Q Le

B FortiGate VM64  FW_

@ Dashboard > Wolume | Sessions
%% Security Fabric > Download
o+ Network " [T O porte O port?
L - M port10 W port1o
Interfaces T b O ports O port3
e \ \ M port7 M port7
| |
Packet Capture ;’I‘.-“
SD-WAN Rules .
Performance SLA
‘ # et | 8 pelete
Static Routes
Policy Routes Interfaces Gateway Cost Download Upload
RIP @ virtual-wan-link
OSPE -] & SDWAN_Zone
BGP ] port? 0.000 0 10.84 kbps Obps
Multicast -] @ NEWSDWANZONE port10
 System @ . port10 0.00.0 4] 10.84 kbps Obps
W Policy & Objects > & SDWAN_ports
& Security Profiles Y| e portg 0000 0 10.84 kbps Obps
2 VPN [l - @ SDWAN_port?
& User & Authentication >y port7 0000 0 10.84 kbps Obps
“F WiFi & Switch Controller ¥
|l Log & Report >

@& Dashboard
¥& Security Fabric
b Network

Interface

[

DNs
Packet Capture
SD-WAM Zones
SD-WAN Rules
Performance SLA
Static Routes
Policy Routes
RIP
OSPF
BGP
Multicast
% System
® Policy & Objects
& Security Profiles
2 VPN
& User & Authentication
F WiFi & Switch Controller

il Log & Report

FortiGatevMmss 1 3 5 7 ¢

2 46 810

‘ Search | Q ‘ Group By Type"
MName * Type Members IP/Metmask Administrative Acc

Physical Interface

i porta B Physical Interface 172.17.96.180/255.255.2540 PING
HTTPS
55H
HTTP
FMG-Access

¥ port2 Fhysical Interface 10.0.2.254/255.255.255.0 PING
HTTPS
55H
HTTP
FMG-Access

port3 Physical Interface 0000/0000

[ porta Physical Interface 0.0.00/0.000

ports Physical Interface 0.0.0.0/0.00.0

[ ports Physical Interface 0.0.00/0.000

™ port7 Physical Interface 0.0.0.0/0.0.0.0

[ ports Physical Interface 0.0.00/0.000

™ port® Physical Interface 0.0.0.0/0.0.0.0

[ portio Physical Interface 0.0.0.0/0.00.0

@ SD-WAN Zone

@ MEWSDWANZOME port10 @ SD-WAN Zone port10 0.0.0.0/0.0.0.0

& SDWAN_port? & SD-WAN Zone port7 0.0.0.0/0.0.0.0

& SDWAN_ports & SD-WAN Zone portd 0.000/0000

& SDWAMN_Zone & SD-WAN Zone port® 0.0.0.0/0.0.00

@ virtual-wan-link & SD-WAN Zone 0.0.0.0/0.0.0.0



It cannot be seen on config sys interface

FortiGate VM64 FW3_254 Q- &- > I @ 0@ @ adnn

@ Dashboard >

FortiGateVMé4 1 3 5 7 ¢
(S =) 3 Security Fabric > TELLE
m “CCLCE
2460810
ys interface DS a 0 Group By Type -
Name .
dhcp  ©.0.0.0 0.8.6.8 172. 2 disable physical enable pacetCnhag] Type Members IP/Netmask Administrative Acce
static 0.8.8.6 8.0.6.8 10.8.2.254 255.255.255 disable physical enable T,
static  0.0.0.0 8.0.0.0 0.0.0.0 0.0.0.0 disable physical enable SD-WAN Rules  oh B
static ©.0.0.0 ©.0.0.0 0.0.0.0 up disable physical enable e B Physical Interface 17217.96.180/235255.254.0 | G
static 9.6.0.8 8.9.0.8 0.8.9.8 disable physical enable Hives
static 0.6.8.0 ©.8.0.6 0.9.6.0 disable physical enable Static Routes. S5H
static 0.6.0.0 0.0.0.6 0.0.0.0 disable physical enable , HTTP
static 99.0.0.0 9.0.0.00.0.6.0 up disable physical enable Policy Routes FMG-Access
static ©0.0.8. 8.0.8.6 6.6.0.90.0.0.8 up disable physical enable RIP R & P
static 0.8.0.0 9.8.6.8 0.0.9.0 0.0.8.8 up disable tunnel enable i poriz 8 Physical Interface 1002234/233233.2330 | NG
OSPF HTTPS
FW3_254 # s interface [ BGP L)
HTTP
Multicast FMG-Access
% System o # port3 # Physical Interface
B Policy & Objects > # porta Physical Interface 0000/000.0
@ security Profiles > # ports M Physical Interface 0.0.00/0.000
v ? # ports # Physical Interface 0.000/000.0
& User & Authentication > _ p
¥ port? M Physical Interface 0.000/0000
® WiFi & Switch Controller > o
® ports B Physical Interface 0.0 00.0
Ll Log & Report >
M porte M Physical Interface 00.00/0.000
® port10 B Physical Interface 0.0.00/0.00.0
@& NEWSDWANZONE port10 @& SD-WAN Zone ¥ port10
@ SDWAN_port7 @ SD-WAN Zone ® port7?
@ SDWAN_ports @ SD-WAN Zone ® porte
@ SDWAM Zone @ SD-WAN Zone ® porte
@ virtual-wan-ink @ SD-wian Zone 00.00/0000




They belong to configuration of new cli syntax

CLI Console (1)

FW3_254 # sh sys sdwan
config system sdwan
set status enable
config zone
edit "virtual-wan-link"
next
edit "SDWAN_Zons"
next
edit "NEWSDWANZONE_portig"
next
edit "SDWAN_ports"
next
edit "SDWAN_port7"
next
end

config members
edit 1

interface "port9"
zone "SDWAN_Zone"

interface "portie"
zone "NEWSDWANZONE_portig"

interface "portd"
zone "SDWAN_ports"

interface "port7"
zone "SDWAN_port7?"




2 Once you use port7 on Fortigate you will see it free on Fortigate, but on Fortimanager you will see it only under SD WAN Zone interface

- 0o @ admin- Device Manager v Device & Groups Firmware License  Provisioning Templates 3 ~ ADOM: root

FortiGate VM64 Fw3 254

@ Dashboard B m Add Device 88 Device Group v Install Wizard X Tools ~ [ Table View v
§ FortiGatevMes 1 3 5 7 %
% securityFabric > af=
“F Network i "I @ Logging Devices Where Used ¥ Collapse All 2
= . =0
DNs + CreateNew= | #E @ Delete | [ search | Q| | # GroupBy Type - 8]
O portt 1 Physical DHCP 172.17.96.
BackeLCopting Name % Type Members 1P/Netmask Administrative Access| O senz I Priical Manul 1002254
SD-WAN zones R e T O o3 5 Physical Manual 0000/00
SD-WAN Rules " P— 1791706 10/255 255 2540 0 pora 2 Physical Manual 0.0.00/00
Performance SLA e Psical nterface o ) :;erGPs a  ports 5 Physical Manual 0000/00
O port6 1 Physical Manual 0.0.00/00
Static Routes 5] 0
HTTP
policy Routes — O sslroot (SSLVPN interf & Tunnel Manual 0.0.00/00
RIP N a
L} .
port2 Physical Interface 100.2.254/255.255.255.0 PING 00| iz wan ik = SD-WAN Zone
OSPF HTTPS -
= O SDWAN Zone & SDWANZone & SDWAN_Zone
C=P — O pene 1 Physical Manual 0000/00
Multicast ey O NEWSDWANZONE pi & SD-WANZone & NEWSDWANZONE port10
10 & Physical Manual 0.0.00/00
& system o> & 8 0 por
" . = ports Physical Interface 0000/0000 O SDWAN_port8 & SD-WAN Zone 2 SDWAN _port8
& policy & Objects > port4 Physical Interface 0000/0000 o q O portd & Physical Manual 00.0.0/0.0
& Security Profiles > ports I Physical Interface 00000000 @ FGT1 [0 ERiEEs CEPTRNET | EEES T
Physical Manual 0.0.0.0/0.0)
2ve ; ® ports  Physical Interface 000070000
User & Authentication >
é port? [ Physical Interface. 0000/0000
= WiFi & Switch Control >
716 Switch Contrafer ports lInterface 0.000/0.000
sl Log & Repart > B
ports ical Interface: 0.00.0/0000
port10 Physical Interface 0.000/0000
@ sD-WAN Zone ©
& NEWSDWANZONE port10 @ SD-WAN Zone port10 0000/0000
@ SDWAN port7 & SD-WAN Zone port? 0000/0000
@ SDWAN ports & SD-WAN Zone ports 0000/0000
& SDWAN_Zone @ sD-WAN Zone port9. 0.000/0000
@ virtual-wan-link & SD-WAN Zone 0.00.0/0000

However, when you try to create a policy package will have the same behavior. Port7 will not be free to assign

FortiGate VM64 A n@ @ sdmin- Policy & Objects v Policy Packages Object Configurations ADOM:root I3 @ >~ D1 (§) admin
@ Dashboard > | NewPolicy 2 PolicyPackage ~ & Install @ ADOM Revisions 3 Tools ~  »* Callapse All 7= Object Selector ~
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BONUS

When trying to install policy package always check as a normal situation, Interfaces should be associated to the Fortigate where you need to install policy
package.

For example even we have already configure SDWAN_port7 on fortigate using Device Layer, when you try to install policy package you need to make sure what
is the status of your SDWAN Interfaces on Policy Layer.

If you are trying to install a policy package and you receive a error like

Copy device global objects

Vdom copy failed:
error 0 - invalid value

Copy objects for vdom root

View Install Log

copy device glabal cbjects

vdom copy Tailed:
error @ - invalid value

copy objects for vdam root




The ideal scenario you will have the option to choose your interface to create an association

Validation Details

The following ADOM interfaces have no mapping. Al ADOM interfaces should be mapped before continue with installation.

Search..
Device Name Unmapped Interface
FW3_254{root)

Device Interface
SDWAN _port7

None
|

None

% NEWSDWANZONE_port10
S0-WAN Zone

= SDWAN_Zone
SO-WAN Zone




If not you need to confirm what is the status of all your interfaces being used on policy package

Policy & Objecis ~  Policy Packages Object Configurations ADOM:root [1 @ > Q1 1 admin

P Policy Package ~  h Install ~ & ADOM Revisions £ Tools «~+ 2 Collapse All 3= Object Selector

Search. B - CreateNew v [Edit~ @ Delete B~ B~ @ - @ View Mode ~
2 & default

# MName From Te

Firewall Policy O o

Virtual Wire Pair Policy 01 SDWAN Palicies Ll sDWAN port8 [T SDWAN_port7 B all = all
NAT&4 Policy O =2 internet O port2 O port1 = all = all
MAT44 Policy

Proxy Policy = al =al

3 Implicit Den
o e y S any 2 any 3 al B all

Authentication Rules

[ ST E S .

In this case, we identify “SDWAN_port7” does not have neither Per Platform nor Per device mapping
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No record found.
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If we added Per Platform means that all your Fortigates VM will be using the same configuration of SDWAN_port7. (Normally this is not very common since user
may need to have different configurations on interfaces)

Create New Per-Platform Mapping

Malched Platform [ FortiGate-vMs4

Mapped Interface Mame SDWAN _port?
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If you select this policy package should not be without any errors (since for this example was already on sync but we modify SDWAN_port7 to generate a
common issue)

Reinstall Preview of Selected Devices

FW3_254

There is no configuration change when compared to the remote device.




If instead of adding per platform you prefer to select the Per Device Mapping, you need to make sure “SDWAN_port7” is already available on Device layer as we
see it on the left
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If you have pending changes they will appear, if policy is exactly the same you will see them on install preview

Reinstall Preview of Selected Devices

There is no configuration change when compared to the remote device.
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